Wireless: Manually Connect to Eduroam
(Windows 10)

General Information

Before proceeding, make sure you have the latest Service Packs and Windows updates
installed. Also, make sure your wireless adapter has the latest drivers installed.

Please note that eduroam is only tested and confirmed to be compatible with Windows 10, not
older versions of Windows.

Manually Connect to Eduroam

1. Right click on the wireless icon, located at the bottom right hand side of your
screen and select Open Network and Sharing Center.

Troubleshoot problems
Open Network and Sharing Center

2. Once the Network and Internet Settings window is open, select Network and
Sharing Center at the lower part of the window.

3 Home Status

| | Network status

P Status iy
= Ethernet You're connected to the Internet

If you have a limited data plan, you can make this network a
= Dial-up meterad connection or change other properties.

Change connection properties

[ WPN

Show available networks
[ Data usage

Change your network settings
B Proxy

@ Change adapter options
view network adapters and change connection settings.

% Sharing options
For the networks you connect

HomeGrou
o P

& Metwork troubleshoater
Diagnose and fix network problems.

View your network properties

Windows Firewall

Network and Sharing Center

Network reset



¥ Network and Sharing Center = O *
41 Ef <« Networkand Internet > Network and Sharing Center v O Search Control Panel 0O

View your basic network information and set up connections
Control Panel Home

View your active networks

Change adapter settings You are currently not connected to any networks.

Change advanced sharing
settings Change your networking settings

'ﬁ. Set up a new connection or network

Set up a broadband, dial-up, or VPN connection; or set up a router or access
point.

== Troubleshoot problems

Diagnose and repair network problems, or get ing i 1.

See also
HomeGroup
Internet Options

Windows Firewall

3. Select Set up a new connection or network.



h ? Set Up a Connection or Network

=

Choose a connection option

Q Connect to the Internet
Set up a breadband or dial-up connection to the Internet.

l!i. Set up a new network
r access point.

ﬁ Manually connect to a wireless network
Pl Connect to a hidden network or create a new wireless profile

|* Connect to a workplace

connection to your workplace,

Cancel

4. Select Manually connect to a wireless network, and click Next.

=}

5. Fill in the following wireless network settings for eduroam:

Network Name: eduroam

Security Type: WPA-2 Enterprise

Encryption Type: AES Encryption

Security Key: Leave this Blank

Start this Connection Automatically: CHECK This Box

Connect even if the Network is NOT Broadcasting: UNCHECK This Box



& &P Manually connect to a wireless network

Enter information for the wireless network you want to add

Metwork name: | eduroam |

Security type: IWPAZ-Enierprist VI

Encryption type: AES -

Security Key: Hide characters

[] Start this connection automatically

[[] Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at nisk.

[ |
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l';* Manually connect to a wireless network

Successfully added

—» Change connection settings
Open the connection properties so that | can change the settings

[ Close |

6. Click Change Connection Settings.

7. Switch to the Security tab and select Settings.

test Wireless Metwork Properties

Connection

Security

Security type:

Encryption type:

Choose a network authentication method:

| WRAZ-Enterprise L

Microsoft: Pratected EAP (PEAF) v| settngs |

[] Remember my aredentials for this connection each

time I'm logged on

b




8. Check the box that says AAA Certificate Services.

When connecting:
Verify the server's identity by validating the certificate

|| Connect to these sarvers (examples:srvl;srv2;.*\.srv3).com):

im Certificate Services | -

[ | Baltmare CyberT rust Roat
[ ]cerum cA

] Certum Trusted Metwork CA

[]Class 3 Public Primary Certification Rutharity
[ ] comopo RSA Certification Authority

[] DigiCert Assured 1D Roct CA

[ DigiCert Global Roat CA v
£ »

Notifications before connecting:

Tell user if the server name or root certificate isn't specified ~

Select Authentication Method:
Secured password (EAP-MSCHAP v2) N Configure...

[] Enable Fast Reconnect
[ ] Disconnect if server doss not present cryplobinding TLV
[J Enable Identity Privacy

oK Cancel

9. Click Configure, and then uncheck the box in the window that pops up.

U
[]d EAP MSCHAPvZ Properties X
j:
(s When connecting:
Od W
< i omatically use my Windows logon name and
1 {and domain if any).
Motifig
:mg uncheck |
[ok ]| cancel 1
Select Authentication Method:
| Secured password (EAP-MSCHAP v2) v | configure... |

Enable Fast Reconnect
[:| Disconnect if server does not present cryptobinding TLV
[C]Enable Identity Privacy




10. Click on the Advanced Settings button at the bottom.

edurcam Wireless Network Properties

Connection  Security

Security type: WPAZ-Enterprise i

Encryption type: AES w

Choose a network authentication methad:
Microsoft: Protected EAP (PEAP) ~ Settings

E#1Remember my credentials for this conmection each
time I'm logged on

Adwanced setings

[0 ] oo

11. Check Specify authentication mode. Then, click the dropdown and make sure

Advanced settings b

801 1X cettinge  §02.11 settngs

I@Uﬁ' authentication mode:

User authentication v Save gedentials

Delete credentials for all users

[ Enable single sign on for this netwark

diatey before user logon

nmediatey after user lbgon

-
-

Allow additional dizlogs to be displayed during single
Sign on

This network uses separate virtual LANs for machine
and user authentication




only User Authentication is selected.

12. Click the Save Credentials button, and then enter your credentials in the form
of username@ptuk.edu.ps (your PTUK email) and the email password. You may
then click OK on all remaining windows.

Advanced settings

402 1¢ settings 802, 11 settings

[~] specfy authentcaton mode:

Lse subecaton -

Windows Security

Save credentials
Saving your credentials allows your computer to connect to the

network when you're not logged on (for example, to download
updates).

| bsernamdzess]

Password

OK Cancel

e

13. Click on the "wireless signal" icon, located at the bottom right hand side of your
screen.




14. Select eduroam | Connect. Login with your PTUK email ID & PTUK Password.

e If you do not enter your PTUK credentials in the form <PTUK email>@ptuk.edu.ps,
you WILL receive an error message.

eduroam

B Connect Mutomatically

Isuguest

lsuwifihelp

hpsetup

= Hidden Network

3 e

Available Airplane mode

15. You are now successfully connected to the PTUK eduroam secure wireless
network.



