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\ Policy Name: \ Data Protection Policy

Policy Information:

Code: PS 00 DP 1
Issue date: 2024
Revision, Date: 2025
Evaluation Frequency: Yearly

Level of Confidentiality: Public
Pages: 2

Policy Approved Date: 2024

Decision of the Deans Council:

Responsibilities and implementation:

Follow-up, review and Strategies and Policies Committee, Sustainability and

development: Ranking Office

Accreditation: Human Resources and Institutional Development Unit

Application (scope): Deanships, academic colleges, scientific and
administrative centers, administrative units and
departments.

Policy Statement:

The University is committed to protecting the privacy, confidentiality, integrity, and availability of
personal and institutional data. This policy establishes a governance framework for the responsible
collection, processing, storage, sharing, and disposal of data, ensuring compliance with applicable
ethical standards and promoting trust in digital services.

Policy objectives (desired outcomes):

1. | Ensure the protection of personal, academic, and institutional data from
unauthorized access or misuse.

2. | Establish clear rules for data collection, processing, storage, and sharing.

3. | Strengthen cybersecurity and data governance practices across all university
systems.

4. | Ensure compliance with relevant data protection principles and best practices.

5. | Promote awareness and accountability regarding data privacy among staff and
students.

Key Performance Indicators (KPIs):

Number of reported data breaches per year

Percentage of staff trained on data protection and privacy

System compliance rate with access control policies

Average response time to data security incidents

Percentage of systems covered by backup and recovery mechanisms
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Number of cybersecurity awareness sessions conducted annually

Recommendations of the last review:

1. | Strengthen institutional data governance frameworks and enforcement
mechanisms.

2. | Enhance integration of cybersecurity tools across all digital systems.
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Improve continuous training programs on data protection and privacy.

4. | Develop periodic audits to ensure compliance with data protection standards.
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